
 
 

 

 
 

 

 

 

 

 

 

 
 

 

Critical Incidents and Business 

Continuity Plan 
 

 

 

 

Address: Level 4, 303 Collins Street Melbourne VIC 3000 

Phone: +61 3 8648 6610  |  Email: admin@lyons.edu.au  |  Website: www.lyons.edu.au 

CRICOS Provider No: 03578M  |  RTO Code: 21986 

 

   

mailto:admin@lyons.edu.au
http://www.lyons.edu.au/


 
 

   
   

Critical Incidents and Business Continuity Plan 

 

 Page 1 of 28 

 

 

Background  
Lyons College recognises the importance of sustained, uninterrupted delivery of quality education and considers 

this to be one of its highest priorities. This plan should also be read in conjunction with the following policies 

and plans: Critical Incidents and Business Continuity Policy, Health and Safety (Staff and Students) Policy, 

Information Communications and Technology (ICT) Plan and Student Support, Welfare and Wellbeing Policy 

 

The Risk Management Framework is made up of the Risk Management Policy, the Risk Register and associated 

mitigation strategies and remedial plans. The Risk Management Framework outlines risks that Lyons College 

needs to continually monitor.  Controls need to be in place to mitigate the occurrence of any of these Risks and 

remedial action plans need to be in place if certain risks eventuate.  

 

This Critical Incidents and Business Continuity Plan forms a major part of the remedial actions which are part 

of the Risk Management Framework.  

 

Business continuity planning (sometimes referred to as business continuity and resiliency planning) leverages 

processes and systems of prevention as a basis for recovery strategy to identify and deal with potential threats to 

the interruption of delivery in the short, medium and long term. In this manner it supports the overall Risk 

Management Framework within the College and provides the means to support the continued operations of Lyons 

College, even in the event of severe disruption.   

 

Purpose 
 

The Critical Incident and Business Continuity Plan will serve the following purposes: 

1. Identification of Lyons College’s essential operations 

2. Identification of risks that may impact the College’s ability to continue its essential operations 

3. Establishment of the means to prevent the occurrence of identified risks to essential operations 

4. Establishment of recovery processes in the event that risks impacting essential operations eventuate 

 

For risk management of non-essential operations refer to Risk management framework and risk register. 

 

Management Team and Directors 
 

The management team are responsible for disaster recovery and management of critical incidents. The table 

below provides the contact details of the management team. All Directors will be kept up-to-date regarding the 

progress of the disaster recovery work and management of critical incidents (the contact details of the Directors 

are also provided in the table below). 

Name Role Email Phone Notes 

Management team 

Michelle Lac CEO and Director michelle.lac@lyons.edu.au 0403 576 929 Primary contact 

Rukesh Sadhai COO rukesh.sadhai@lyons.edu.au 0419 799 920 Second in charge  

Dr Julian Lippi Higher Education Manager julian.lippi@lyons.edu.au 0419 885 650 Third in charge 

Gary Bajaj Finance Manager gary.bajaj@lyons.edu.au 0418 920 972 Fourth in charge 

Raman Singh IT Manager raman.singh@lyons.edu.au 0469 798 278 Fifth in charge 

Directors 

Duncan MacCallum Chair djmacs74@gmail.com 0435 659 996 Keep informed 

mailto:michelle.lac@lyons.edu.au
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Graham Lanphier Deputy Chair glanphier@gmail.com 0407 445 499 

Professor Archie Johnston Non-Executive Director archie.johnston@sydney.edu.au 0435 659 996 

Essential Operations 
 

The essential operations of Lyons College, the resources supporting these and the staff responsible for managing 

these are defined in the following table. The essential operations are categorised into three broad categories: 

1)academic; 2)administrative/regulatory; and 3)business/finance. The administrative/regulatory and 

business/finance operations of the College are in place to sustain and develop the College’s academic operations. 

These essential operations are further detailed in the next section below. 

 

 

Essential College 

Operation 

Resources supporting essential College 

Operations 

Responsibility 

Academic 

1. Course delivery  Academic staff 

 Education material 

 Education spaces 

 Administrative services/facilities 

 Student engagement and support 

 Higher Education manager 

 VET manager 

 Teaching staff 

 Academic Board 

 Learning and Teaching Committee 

 IT Staff 

 CEO 

 COO 

2. Library services  Offline and online library resources 

 Library spaces 

 Library staff 

 Librarian  

 COO 

 IT Manager 

3. ICT resources 

and services 

 IT infrastructure and availability 

 IT services, facilities, support 

 Also refer to ICT Plan. 

 IT Manager 

 COO 

Administrative/Regulatory 

4. Staff and Student 

services 

 Staff administrative services (including staff 

superannuation, payment, etc.) 

 Student administrative services (including 

enrolment, student welfare services, etc.) 

 Finance Manager 

 Administration Staff 

 COO 

 CEO 

5. College policies 

and External 

regulations 

 External legal services 

 External financial services 

 Higher Education manager 

 VET manager 

 Risk and Compliance Manager 

 COO 

 CEO 

 Board of Directors 

 Academic Board   

 Business/Finance 

6. Financial 

solvency 

 Internal financial management 

 External financial services 

 Finance Manager 

 COO 

 CEO 

 Board of Directors 



 
 

   
   

Critical Incidents and Business Continuity Plan 

 

 Page 3 of 28 

 

Risk Identification and Management 
 

The framework for Risk Identification is outlined in the Risk Management Framework along with details of the 

purpose and structure of the Risk Register. The Risk Management Framework describes that the Risk Register 

is designed to identify Higher Education and Vocational Education risk, its impact, likelihood consequences and 

mitigation/recovery strategy and also identifies whether these risks directly challenge the overall strategy plan, 

business continuity or regulatory threshold standards critical to both initial and ongoing registration and 

accreditation, without which Lyons College does not have licence to operate. This document will therefore be 

aligned and adapted to suit the different dimensions of the overall Risk Management Framework on an ongoing 

basis. 

 

Recovery of Essential Operations 
 

This Plan is primarily concerned with ensuring that the essential operations of Lyons College are not severely 

disrupted and therefore it is necessary to establish the priority and means of recovering from incapacitation of 

essential operations, as shown in the tables below.  

 

The following outlines the priority of recovery efforts to restore essential operations. The next section provides 

critical incident scenarios, including the recovery and mitigation actions to minimise the impact on essential 

operations and to recover from the incapacitation of the College’s essential operations as quickly as possible.  

 

Academic Operations 
 

In the event of severe disruption of operations at Lyons College, reinstatement of academic operations, especially 

course delivery, will take priority over all other operations.  

 

Course delivery 

Essential 

operations 1 

Disruption to course delivery 

No power on campus at Level 4, 303 Collins Street Melbourne and/or Course delivery 

cannot be recommenced for a long period of time 

Recovery actions  If there are severe disruptions to the delivery of a course, all efforts will be made 

to recommence the course as early as possible. 

 If a course cannot be recommenced, students will be allowed to transfer into 

appropriate alternate courses and the Course Teach-Out Policy will be 

implemented. 

Mitigation action Refer Critical Incidents and Business Continuity Policy, Health and Safety Policy, 

Student Welfare Policy and Course Teach-Out Policy 

Primary 

responsibility 

Higher Education Manager, VET Manager, CEO, COO 
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Library services 
Essential 

operations 2 

Disruption to library services 

No access to the Lyons College library 

Recovery actions When library services are unavailable to students, alternative academic resources must 

be provided for students whilst services are being restored. These resources will 

include: 

 Online databases accessible outside of the College’s campus 

 Libraries at partner Colleges/Universities 

 Public libraries 

Mitigation action Refer Library plan and Critical Incidents and Business Continuity Policy 

Primary 

responsibility 

Librarian, COO 

 

 

ICT resources and services 
Essential 

operations 3 

Disruption to ICT resources and services 

In the case that Information Technology resources are disrupted at the College, the IT 

services necessary for educational purposes must be reinstated first.  

Recovery actions Refer to Management of Critical incidents section below 

Mitigation action Refer ICT plan and Critical Incidents and Business Continuity Policy 

Primary 

responsibility 

IT Manager, COO 

 

 

Administrative/Regulatory 
 

Staff and student services 
Essential 

operations 4 

Disruption to staff and/or student services 

If staff and student services are severely disrupted, the services necessary for staff to 

deliver courses and for students to recommence courses must be reinstated first. 

Recovery actions Refer to Management of Critical incidents section below 

Mitigation action Refer Critical Incidents and Business Continuity Policy, Health and Safety Policy, 

Student Welfare Policy 

Primary 

responsibility 

Finance Manager, Administration Staff, COO, CEO 

 

 

College policies and regulations 
Essential 

operations 5 

Breach of Lyons College’s policies or external regulatory requirements 

In the event that Lyons College experiences a breach in the College’s policies or 

external regulatory requirements, all efforts will be made to address the breach as soon 

as possible with internal expertise and drawing on external expertise as required.  

Recovery actions Refer to Management of Critical incidents section below 

Mitigation action The Executive Management team, Audit and Risk Committee and Board of Directors 

monitor the College’s compliance to its policies and external regulatory requirements 

on a regular basis to mitigate the risk and impact of breaches to the College’s policies 

or external regulatory requirements. 

Primary 

responsibility 

Risk and Compliance Manager, Higher Education and VET Manager, COO, CEO, 

Board of Directors, Academic Board   
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Business Operations 

Financial Solvency 
Essential 

operations 6 

Breach of Lyons College’s policies or external regulatory requirements 

In the event that Lyons College experiences severe liquidity/financing issues, all 

efforts will be made to sustain course delivery.  

Recovery actions Utilise the contingency funds held by the College. 

Mitigation action The Executive Management team, Audit and Risk Committee and Board of Directors 

monitor the College’s financials on a regular basis, including the contingency funds 

available to the College to mitigate financial solvency issues. 

Primary 

responsibility 

Finance Manager, COO, CEO 

 

Critical Incident Scenarios 
The tables below provide critical incident scenarios, including the recovery and mitigation actions to minimise 

the impact on essential operations and to recover from the incapacitation of the College’s essential operations as 

quickly as possible. Appendix 3 provides the scenarios with points for discussion for staff awareness and training 

purposes.  

 

Scenario 1 Power cut (lack of infrastructure) 

No power on campus at Level 4, 303 Collins Street Melbourne 

Recovery actions  Switch over to Uninterrupted power supply (UPS) as required 

 Determine cause and potential timing of outage 

 Notify all staff and students immediately 

 Determine if a switch to hold classes off campus is required and communicate 

to staff and students accordingly 

Mitigation action  UPS in place 

 Agreement in place to use the facilities of Milestones English Academy (Level 

11, 190 Queen Street, Melbourne Victoria) as required 

Primary 

responsibility 

CEO, COO, IT Manager 

 

Scenario 2 IT/Computer damage (lack of infrastructure) 

All computers on campus are damaged 

Recovery actions  Determine cause and potential timing of outage 

 Notify all staff and students immediately 

 Determine if a switch to hold classes off campus is required and communicate 

to staff and students accordingly 

Mitigation action  A number of computers are stored off campus and will be made available to 

staff and students as required. 

 Mobile phones will be acquired and made available to staff and students as 

required 

 Agreement in place to use the facilities of Milestones English Academy (Level 

11, 190 Queen Street, Melbourne Victoria) as required 
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Primary 

responsibility 

CEO, COO, IT Manager 

 

Scenario 3 Fire or flooding at Lyons College premises (lack of access) 

The campus at Level 4, 303 Collins Street Melbourne is not accessible due to fire 

Recovery actions  Notify all staff and students immediately 

 Notify relevant emergency service 

 Cease access to the building/floor 

 Determine potential timing of addressing the fire/flood damage and when the 

campus will be available again 

 Determine if a switch to hold classes off campus is required and communicate 

to staff and students accordingly 

Mitigation action Agreement in place to use the facilities of Milestones English Academy (Level 11, 

190 Queen Street, Melbourne Victoria) as required 

Primary 

responsibility 

CEO, COO, IT Manager 

 

Scenario 4 Loss of staff & students due to illness (lack of people) 

Key staff unavailable due to sickness and/or large number of students sick 

Recovery actions  Determine severity of sickness impacting staff and/or students 

 Notify all staff and students about the impact and actions that are required to 

prevent sickness from spreading 

 (If significant numbers of staff/student) Notify medical authorities 

 Determine if a switch to hold classes off campus is required and communicate 

to staff and students accordingly 

Mitigation action  Cross training of staff to ensure staff can cover for each other in case of 

sickness 

 Communicating to staff and students regarding relevant illnesses that may be 

preventable or managed 

Primary 

responsibility 

CEO, COO, IT Manager, Higher Education Manager 

 

Scenario 5 Cyber-attack (lack of infrastructure) 

Lyons College’s ICT not available to staff and/or students 

Recovery actions  Determine cause and potential impact of cyber attack 

 Notify all staff and students immediately 

Mitigation action  Communicating to staff and students regarding the impact of cyber-attacks 

and any actions they can take to potentially prevent such attacks 

 Agreement in place to use the facilities of Milestones English Academy 

(Level 11, 190 Queen Street, Melbourne Victoria) as required 

Primary 

responsibility 

COO, IT Manager 
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Scenario 6 Unauthorised personnel in building (access) 

 

People that are not Lyons College staff, students or authorised visitors are on campus 

 

Recovery actions  Determine cause and potential impact of unauthorized personnel on campus 

 Notify all staff and students immediately 

Mitigation action  Communicating to staff and students regarding campus access and reporting 

any suspicious personnel on campus 

 Review access card issue and use 

 Revoke card authorities ass required 

Primary 

responsibility 

 

Receptionist, Administration staff, COO 

 

Scenario 7 Urban Disorder (lack of access) 

 

People that are not Lyons College staff, students or authorised visitors are on campus 

 

Recovery actions  Determine cause and potential impact/severity of urban disorder on staff and 

students 

 Notify all staff and students immediately what the disorder is about and 

actions to be taken 

 Determine if a switch to hold classes off campus is required and 

communicate to staff and students accordingly 

Mitigation action  Communicating to staff and students regarding actions required in the case 

of urban disorder 

 Agreement in place to use the facilities of Milestones English Academy 

(Level 11, 190 Queen Street, Melbourne Victoria) as required 

Primary 

responsibility 

 

COO, CEO 

 

Management of Critical Incidents 
Critical incidents can arise unexpectedly that may seriously impact on the safety of staff and students and 

potentially the College’s business continuity. The College recognises that effective planning, staff 

awareness/training and management are the keys to success in the event of a critical incident affecting the 

College. This section provides information for those with primary responsibility for the management of critical 

incidents and other staff and students to respond appropriately in the event of a critical incident (not outlined in 

the previous sections). Both the immediate consequences and the longer-term implications of a critical incident 

will be covered, establishing the systems and processes for the College’s response to the incident, management 

of the incident, recovery from the incident and post incident review. Appendix 2 provides a summary of how 

Critical Incidents are determined. 
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Definitions 
Critical Incident means an event which may cause or is likely to cause extreme physical and /or emotional 

distress to staff, students and other workers or visitors to Lyons College, and which may be regarded as outside 

the normal range of experience of the people affected. 

 

A critical incident: 

 may not necessarily require an initial emergency response; 

 may significantly disrupt the operations of Lyons College and impact on business continuity; and/or 

 may have the potential to bring Lyons College into disrepute; and/or 

 may impact on several areas of Lyons College for example, student life, staff work, physical assets or 

Information Technology (IT). 

Examples of events which may be deemed critical incidents include 

 any fatality, near fatality or incident likely to affect seriously a number of staff and/or students; 

 serious traffic accidents e.g. an accident during a student field trip; 

 murder or suicide involving students/staff and their family members; 

 development of a Pandemic; 

 fire, explosion, bomb threat; 

 hold-up or attempted robbery; 

 threats of violence to staff/students; 

 storms/natural disasters that cause major damage; 

 major failure in internal processes e.g. discovery of a significant fraudulent activity; 

 interruption to utilities (e.g. electricity, water) for an extended period; and 

 disruption to IT technology that impacts on the ability of Lyons College to deliver its services for an 

extended period to students or for staff (Academic and General) thus impacting on work completion. 

 

Emergency Critical Incident means those incidents which involve the possibility of immediate or imminent 

threat, physical and/or emotional distress to staff, students and other visitors to Lyons College; and which may 

be regarded as outside the normal range of experience of the people affected. 

 

Non-emergency Critical Incident means those critical incidents which do not involve the need for an initial 

emergency response but which nevertheless involve the possibility of threat, physical and/or emotional distress 

to staff, students and other visitors to Lyons College; and which may be regarded as outside the normal range of 

experience of the people affected.   If you have any doubt as to whether an event is a Critical Incident advise 

your Supervisor immediately. 

 

Critical Incident Leader (CIL) means the staff member who has overall responsibility for coordinating Lyons 

College’s response to the critical incident. The CIL will be a member of the CIT. 

 

Critical Incident Phases means the various management phases of critical incidents. At Lyons College the 

following critical incident phases are identified: 

 

 Phase 1 – Immediate Response to a Critical Incident 

 Phase 2 – Crisis Management during a Critical Incident 

 Phase 3 – Recovery from a Critical Incident 

 Phase 4 – Evaluation and Critical Incident Review. 

 

Critical Incident Team (CIT) means the team that will be formed in the event of a critical incident to coordinate 

the management of the incident. Appendix 1 provides further details of the responsibilities of the Critical Incident 

Teams. 
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CITs may include: 

 Staff Incident Team; 

 Student Incident Team; 

 Facilities Incident Team; 

 Technology Incident Team; and 

 Site Specific Incident Teams. 

 

Critical Incident Response means the initial response to the incident. The response may be managed: (i) by an 

external party e.g. the police or fire brigade, because of the nature of the incident; or, (ii) by Lyons College i.e. 

internally. 

 

Phases of a Critical Incident 
The tables below outline the roles, responsibilities, actions and communications with the management during 

each phase of a critical incident (also see appendix 2 critical incident flow chart). 

 

Phase 1 – Immediate response to a critical incident 
 

Role Actions and Responsibilities Communications 

Individual initially 

identifying the 

critical incident 

 If the event is an emergency see Lyons 

College’s Critical Incidents and Business 

Continuity Policy. 

 If the event does not present an immediate 

threat to the safety or wellbeing of individuals 

report the event immediately to the CEO. 

 If the event is an emergency report 

the incident in line with Lyons 

College’s Critical Incidents and 

Business Continuity Policy 

 If the event is not an emergency 

promptly advise the CEO 

Supervisor in the 

immediate vicinity of 

the incident 

 If necessary and safe to do so put evacuation 

procedures in place before contacting the 

Critical Incident Leader. 

 Alert the relevant emergency services as 

required. 

 Contact the CEO if this has not 

already been done so by the 

individual identifying the incident 

 Communicate with the relevant 

emergency services 

 Communicate the need to evacuate 

to staff, students and visitors 

CEO/COO 

 

 Promptly attend the site of the incident 

 Assess the situation upon arrival at the 

incident 

 Co-ordinate the initial response 

 Assess the incident and when appropriate 

officially declare the incident to be a critical 

incident 

 Appoint a Critical Incident Leader from the 

Critical Incident Team 

 Keep Directors up-to-date of the situation 

 Liaise/co-ordinate with landlord 

 Advise/communicate with affected 

area supervisors 

 Communicate as necessary with 

staff, students, others at scene until 

management of the incident is 

taken over by others 

 Communicate the official 

declaration of a critical incident 

and the further enacting of Lyons 

College’s Critical Incident and 

Business Continuity policy to the 

relevant stakeholders within Lyons 

College and wider community 

 Announce the appointment of the 

Critical Incident Leader 
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Phase 2 - Crisis management during a critical incident 

 

Role Actions and Responsibilities Communications 

CEO/COO  Receive regular reports from the Critical 

Incident Leader 

 Provide timely responses to requests made 

from the Critical Incident Leader or Team 

 Keep Directors up-to-date of the situation 

 Approve the communications 

strategy and/or wording of 

and/or conduct of all internal or 

external communications 

 Ensure those affected by the 

incident are provided with 

timely, accurate and factual 

information as soon as 

reasonable to do so 

 Keep staff, students and other 

stakeholders up-to-date with 

the situation 

Critical Incident 

Leader 

 Manage and co-ordinate the efforts of the CIT 

and Lyons College’s response to the critical 

incident through to recovery phase 

 Arrange the formation and initial meeting of 

the CIT 

 Chair meetings with the CIT 

 Co-ordinate the actions of the CIT 

 Gather relevant information and options from 

various teams to enable accurate decision 

making 

 Coordinate the development of a Critical 

Incident Action Plan by the CIT 

 Delegate and follow up tasks and agreed 

actions to ensure agreed time frames are met 

 Declare when the incident has moved from a 

critical phase to a recovery phase 

 Maintain the Critical Incident Action Plan 

 Notify the CIT that a critical 

incident has occurred and of 

their appointment to the Critical 

Incident Team 

 Notify the CIT of the venue and 

timing of the initial meeting of 

the CIT 

 Maintain communication with 

the CEO and COO as 

appropriate/possible during 

Phase 1 

 Communicate with the CIT 

 Advise the CEO when an 

incident has moved from 

critical phase to a recovery 

phase 

Critical Incident 

Team  

(members of) 

 Take and follow through on directions given 

by the CIL or agreed by the CIT 

 Meet as soon as directed by the CIL to discuss 

the management of the incident 

 Gather and ascertain the facts on: casualties; 

the damages to property and equipment; the 

impact on academic services, IT systems, 

telephones and media 

 Continue to report regularly on 

the progress or status of actions, 

tasks or duties assigned to the 

CIL 

 Arrange for relevant experts to 

provide advice to the CEO on a 

communication strategy as 

required 

 Arrange for relevant experts to 

develop the recommended 
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 Set the response priorities and develop Critical 

Incident Action Plans 

 Co-ordinate the actions of others to progress 

the incident from Phase 2 to Phase 3 

 Arrange for the implementation of actions 

agreed to by the CIT at the operational level 

 Minimize risk and damage to Lyons College’s 

business continuity 

 Minimize damage to ensure that appropriate 

lines of communication are kept open 

 Take the actions necessary and reasonable to 

obtain whatever resources are reasonably 

required to deal with the critical incident 

whether they are human or material, internal or 

external 

 Maintain records that include: 

o Critical Incident and Business 

Continuity Policy  

o Current membership list of the 

CIT and contact details 

 Details of the CIT site 

wording for messages to go out 

to affected parties by the CEO 

 Maintain a log of the facts 

arising from the incident 

 Arrange for the initial fielding 

of all media enquiries or 

requests for comment to be 

given to the CEO/COO 

Compliance  Provide risk control, policy advice and 

assistance to the CIL in managing the critical 

incident on all phases 

Arrange for communications with 

relevant external parties as 

required 
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Phase 3 – Recovery from a critical incident 

 

Role Actions and Responsibilities Communications 

CEO  Receive regular reports from the CIL 

 Declare when a critical incident officially 

moves from Phase 2 to Phase 3 

 Provide timely responses to requests made 

from the CIL and/or CIT 

 Approve the communications 

strategy and/or wording of 

and/or conduct of all internal 

and external communications 

 Report to stakeholders on the 

recovery from the critical 

incident, including the Board of 

Directors and the Audit and 

Risk Committee 

 Ensure those affected by the 

recovery strategy for the 

incident are provided with 

timely, accurate and factual 

information as soon as 

reasonable to do so 

 

Critical Incident 

Leader 

 Continue to play an oversight role during the 

recovery stage from the critical incident 

 Approve the critical incident recovery strategy 

 Monitor and review to ensure that recovery 

progresses in line with the agreed action plans 

 Review and refine as necessary plans from 

Phase 2 and formulate a response/recovery 

strategy 

 Develop and implement recovery plans 

 Continue to implement remaining elements of 

the strategy decided upon during Phase 2 of the 

incident 

 Implement appropriate recovery actions 

 

 Continue to report as 

appropriate on the recovery 

process and progress in relation 

to the critical incident to the 

CEO 

Critical Incident 

Team 

 Continue to play an oversight role during the 

recovery stage from the critical incident 

 Approve the critical incident recovery strategy 

 Hand over operational responsibility to 

assigned people 

 Monitor the recovery to ensure that it 

progresses in line with the agreed action plans 

 

 Continue to report any relevant 

information to the CIL 

Compliance  Provide risk control, policy advice and 

assistance to the CIL in managing the critical 

incident on all phases 

 

 

 Arrange for communications 

with relevant external parties as 

required 
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Phase 4 – Evaluation and critical incident review 

 

Role Actions and Responsibilities 

 

Communications 

CEO  Provide final report to Management 
 Review, approve and 

communicate the final reports 

to relevant stakeholders, 

including the Board of 

Directors and the Audit and 

Risk Committee 

 Approve updates and changes 

to the Business Continuity and 

Critical Incidents plan and 

policy 

 

Critical Incident 

Leader 

 Prepare the consolidated report on the 

effectiveness of the response to the incident.  

The report will also be used by the CIT to 

recommend changes to the policy and 

procedure if considered necessary 

 

 Provide a final report to the 

CEO upon review of and 

reflection on the incident 

Critical Incident 

Team 

 Post Incident Review – meet within one month 

of the critical incident being designated Phase 

3 to evaluate the implementation of procedures 

and responses 

 Determine and recommend changes to the 

Critical Incident Policy and Procedure based 

on review of the incident and Lyons College’s 

response 

 Determine what types pf debriefing sessions 

may need to be held depending on 

circumstances and the need.   

 

 Communicate 

recommendations for change 

to the Critical Incident and 

Business Continuity Policy to 

the CIL and CEO 
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APPENDIX 1 – Critical Incident Teams 

 

Every critical incident is unique and will need to be dealt with differently, according to the needs of the people 

affected. Specialist teams have been identified that may be called upon to work with the CIT to provide additional 

advice, guidance and updates and to implement recovery plans in relation to their particular area of responsibility: 

 

 Staff Incident Recovery Team 

 Student Incident Recovery Team 

 Facilities Incident Recovery Team 

 Technology Incident Recovery Team 

 Site Specific Incident Recovery Team 

 

Other specialists may be invited by the CIL to join as required, to ensure the incident is efficiently and effectively 

dealt with. 

 

2.1 RESPONSIBILITIES OF THE CITs 

Responsibilities of CITs may include the following. 

 

Staff Recovery Team:  

 provide those affected by the incident with educational material covering common responses to trauma 

and strategies for coping with these effects;  

 monitor the need for counseling. Assess the need for additional support from outside agencies;  

 provide advice to the CIT on response scenarios; 

 provide and verify information from the affected area back to the CIT; and 

 liaise with WorkCover and external agencies. 

 

Student Recovery Team:  

 provide educational material covering common responses to trauma and strategies for coping with these 

effects;  

 monitor the need for counselling. Consult Lyons College’s Counselling Service for assessment of the 

need for counselling and for the provision of counselling services as required. Assess the need for 

additional support from outside agencies;  

 organise transport and alternative accommodation; 

 provide advice to the CIT on response scenarios;  

 provide and verify information from the affected area back to the CIT; and 

 provide specific advice to the CIT in relation to international students. 

 

Facilities Recovery Team:  

 establish the facilities recovery strategy; 

 liaise with Emergency Services; 

 restrict access to affected areas; 

 assess replacement or repair options; 

 secure area to an acceptable level of safety; 

 ensure power supply; 

 coordinate cleanup of site; and 

 engage contractors as required. 
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Technology Recovery Team:  

 establish & implement a Technology Recovery Strategy; and 

 engage external ICT service provider(s) as necessary. 

 

Site Specific Recovery Team:  

 provide information to the CIT on site specific information; and 

 assist in the implementation of action plans at the site. 
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APPENDIX 2 – Critical Incident Flow Chart 

 

  

Incident designated a CRITICAL INCIDENT by the CEO 
CEO keeps the Board of Directors and Audit and Risk Committee members up-to-date regularly with the 
developments of the critical incident and how it is being managed 

CEO appoints the Critical Incident 
Leader (CIL) 

CEO and CIL determine the 
composition of the Critical Incident 
Team (CIT) 

Individual areas deal with incident 

Yes 
 

No 

CIL and CIT manage the incident in 
line with the Critical Incident and 
Business Continuity policy and plan 

Critical Incident Leader to provide a report to Lyons College 
management on the incident. The report should highlight 
any suggested changes to the Business Continuity Plan 
 

Recovery process complete and Business resumes 

If at any time an incident 
deteriorates and is potentially a 
Critical Incident it should be 

referred to the CEO 

Administration staff provide 
assistance to the area managing the 

Incident 

Critical incident reported to the CEO 

CIT and CIL determine if any 
specialists will be involved in the 
management of the Incident and 
recovery 
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